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ABSTRACT

In today’s network environment security threats are varied and increasing with a rapid rate. Protecting data resources has become a challenging task for network managers and system administrators. At the same time identification of the components and ingredients of a comprehensive security system has become a multifaceted and complex undertaking. This paper identifies major components of a comprehensive security system in a systematic approach that can be used in two different settings: As a guide and roadmap for managers who are planning to establish a security system from scratch or as a comprehensive checklist for those managers who already have a security system in place and want to fine-tune and enhance such a security system.

QUESTINIONS TO BE ASKED

Before designing and implementing a comprehensive security system for a network environment the following questions should be asked and then analyzes:

1) Does the organization have any security system in place? 

2) What are the goals and objectives of the security system? 

3) What are the costs of not having a security system?

4) Can the compromised information be replaced with moderate cost?

5) Who are the users of the network system? Internal versus external users.

6) What is the level of security awareness of these users?

7) Who is going to champion the security effort?

A detailed response to the above seven questions should provide a good background for establishing a security system from scratch or for refining an existing security system. 

For example if the security awareness of the users is low, then a security awareness program should be launched in order to bring up the user awareness.
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