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ABSTRACT  

Companies often have the knowledge on procedures to prevent or mitigate against information 

technology security risks.  Yet these companies may not take adequate measures to implement these 

procedures, and instead, leave themselves vulnerable to security breaches.  This research has identified 

the most fundamental factors that lead to the gap between information security knowledge and 

implementation of risk reduction measures.  A framework is developed to assist in bridging this gap, by 

providing guidance on forming business justification for information security projects.  Five gap 

reduction mechanisms are then proposed in alignment with this framework. 
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INTRODUCTION 

In recent years, advances in information technology have impacted business dramatically.  Business has 

become more global, as advances in information technologies have enabled companies to cross 

international boundaries and extend beyond providing a web presence into enabling new forms of 

commerce, building much wider connectivity, establishing multi-media communication channels, and 

facilitating inter-continental collaborations. As a result, business is now more dependent upon real-time 

feedback through advances in broadband and wireless technologies, leading to information technology 

security emerging from the back office to take center stage. 

A historical landmark in information technology security – the Sarbanes-Oxley Act of 2002 – was 

passed by the United States Congress in wake of the collapse of Enron, the seventh largest company in 

the U.S. Shortly after, Congress enacted the Federal Information Security Management Act in 2002.  

Despite the mounting effort to secure business and government information systems, the results have 

been far from satisfactory.  Between January 2005 and December 2008, it is estimated that nearly 250 

million records containing sensitive personal or business information have been compromised in 

security breaches occurring in the United States according to Privacy Rights Clearinghouse [8].  

 

One of the problems, as this research has identified, is the gap between the technical knowledge of 

information security and the actual implementation of this knowledge. IT professionals in companies 



have the knowledge, or the ability to gain the knowledge to carry out procedures to prevent or mitigate 

against information security risks [15].  Yet they often do not take adequate measures to implement 

these procedures for various reasons. Because of this gap, corporate information systems are left 

vulnerable to security attacks.  In additional to identifying the gap between security knowledge and 

implementation, this research also developed a framework to systematically explore four of the most 

effective gap reducing mechanisms: external requirements, regulatory compliance, risk actualization, 

and operational efficiency. 

 

This paper is organized in five sections: literature review, method, results, discussion and conclusion.  

LITERATURE REVIEW 

The literature review section will survey the current literature to form a consensus on the reasons for the 

existence of the gap, and the techniques used by IT managers to help reduce this gap.  

Difficulty of estimating the cost of security breaches 

One of the challenges of information security is the ability to anticipate and measure the impact of a 

security breach, since the cost of a breach cannot be estimated accurately.  From a technical perspective, 

the impact of a security breach may be regarded to be the recovery cost of the compromised system and 

data. The information security breach discovered by TJX Companies in December 2006 [24] and more 

recent Bank of New York Mellon Corporation [25] are great examples of this problem.  

 

Some impacts from information security breaches, however, cannot be quantified easily, as they 

represent soft costs.  These impacts relate to damage to brand image and company reputation.  

Customers may switch to other brands or band together to bring forth a class-action lawsuit against a 

company affected by an information security breach resulting in theft of sensitive customer information.  

Shareholders may also file class-action lawsuits if they believe the company recklessly disregarded the 

fact that its security procedures were inadequate [21]. 

 

In each of the cases noted above, the company targeted by the breach could have prevented it from 

occurring by implementing IT security improvements, which would have cost significantly less than the 

hard and soft costs resulting from the breach. However, business managers often have difficulty 

understanding IT security risk, and are and may be reluctant to commit resources to implement 

information security risk reduction measures in light of the difficulty in estimating the impact and cost 

of security breaches. 

Budget constraints 

All companies are limited by budget constraints, a reality which is especially true for small businesses.  



It is often cited that instead of proactively identifying vulnerabilities, enforcing security measures, and 

improving the information security standing of the company, management teams tend to view 

information security projects as pure cost rather than as a business enabler [20].  With multiple 

business projects and IT projects competing for limited budget, many information security projects 

based on established technologies and processes are not implemented until it is too late. Often, IT 

managers are uncertain how to tie an information security project to these strategic initiatives, and 

instead, describe the benefits of such projects in vague terms relating to technical risk avoidance [18]. 

Misconception of information security 

IT managers have also noted that business executives may not regard information technology security to 

be a core competency of the company, and may consequently not perceive a need to excel in this area.  

Instead, information security is frequently viewed with an attitude of “if it ain’t broke, don’t fix it.”  

There is therefore a tendency by companies to perform the minimum and focus on the low-hanging fruit, 

treating information security as a one-time effort instead of an ongoing maintenance activity.  The need 

for a shift in emphasis to start viewing security as a critical business functional was raised in the current 

literature [16]. 

 

Moreover, IT managers have pointed out that even if budget was not an issue, business units often 

oppose implementation of information security practices aimed at reducing the risk of security breaches, 

since such practices often result in new restrictions, additional tasks, and increased cost upon the 

business [1]. 

Emergence of standards 

IT managers have expressed that a lack of sufficient understanding regarding information security risks 

by business executives hindered their ability to obtain funding for information security projects [12]. 

This led to business executives looking at information security projects as added expenditures to correct 

prior implementation errors, rather than regarding these projects similar to insurance policies [5]. 

 

METHOD 

This research is designed to shed some light on two related research questions.  One is to analyze why 

information security reduction knowledge and techniques are not sufficiently implemented in businesses 

to prevent the most common security breaches. The other one is to identify what are the mechanisms that 

might lead to reduction of the gap between information security knowledge and implementation.   

 

For the first question, various researchers interviewed different forms of businesses ranging from large 

education institutions [10] small accounting firms, a medium sized technology services provider [3] 



banks [4] a financial services company [23], a large entertainment corporation [6], a global automobile 

sales and marketing company [13] and a world-leading digital mapmaking business [7].  Interviewers 

used similar set of open-ended questions. The interviewees included mid-level IT managers, IT staff, 

business managers and owners of these companies. 

 

For the second research question, a series of in-depth interviews were conducted. Six IT managers at a 

global Fortune 100 automobile corporation were interviewed.  The objective of these interviews was to 

explore the challenges these managers experienced in obtaining funding for information security 

projects, as well as to learn which techniques have been effective in securing budget for such projects.   

RESULTS 

Based on all the interviews, we have found two most fundamental factors that contributed to the 

existence of the gap between information security knowledge and implementation of risk reduction 

measures. 

 

On one hand, business managers are primarily trained and rewarded for making business-enabling 

decisions that will lead to increased profitability. They are generally neither trained nor rewarded for 

avoiding information security risks.  Therefore, when an information security project is presented for 

funding approval, these business managers ask the question, “Is this project a business enabler or a cost 

to business?” 

 

On the other hand, IT managers are trained and responsible for reducing information security risk. They 

are generally neither trained nor rewarded on making business units more profitable or on enabling 

business initiatives. Therefore, each time they present an information security project to business 

management, they often emphasize how the project will reduce information security risks rather than 

demonstrate how it can provide value as a business enabler. 

 

As a result of how business managers and IT managers view the same information security project 

differently, many information security projects are not funded and implemented in a timely manner. 

Consequently, there is a gap between the knowledge of information security available and the actual 

implementation of risk reduction measures.  

DISCUSSION 

Framework Definition 

To bridge the gap between the knowledge of information security and implementation of risk reduction 

measures, this research proposes a framework to assist IT managers in providing business justification 



for their information security projects.  This framework includes two dimensions:  

 The business manager’s view, in which the measure of business enablement is categorized as 

High or Low. 

 The IT manager’s view, in which the measure of security risk reduction is categorized as High 

and Low.   

These dimensions are needed in order to capture the difference in how business managers and IT 

managers view the same information security project.  Figure 1 illustrates this framework. 

 

Figure 1 – Business Justification Framework with Gap Reduction Mechanisms 
 

 

 

This framework is divided into four quadrants: 

 

Regulatory Compliance.  One mechanism IT managers indicated as being effective in increasing the 

likelihood of obtaining project funding has been to associate an information security project with 

requirements of regulations such as the Sarbanes-Oxley Act (SOX), the Health Insurance Portability and 

Accountability Act (HIPAA), the Gramm-Leach-Bliley Act (GLBA), and the Payment Card Industry 

Data Security Standard (PCI DSS).  Compared to other legislation, the Sarbanes-Oxley Act may have 

the greatest influence on reducing the gap between information security knowledge and implementation, 

since it places responsibility on leaders of public corporations to establish and maintain adequate 
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internal controls [2]. This mechanism is considered to be low in security risk reduction by IT managers 

and low in business enablement by business managers. 

 

Operational Efficiency.  Business managers often prefer to support projects which will result in 

increased operational efficiency.  An information security project which can provide such a benefit is 

categorized as high in business enablement.  It is therefore recommended that IT managers seek 

opportunities to increase efficiency in conjunction with security risk reduction. This resulted in an 

increase in information security coupled with an increase in operational efficiency through the 

replacement of multiple weak passwords with a single strong password [12] [11]. 

 

External Requirement.  Business units continuously look for projects to enable business growth with 

external entities such as customers and suppliers.  IT managers should therefore look for opportunities 

to expand a risk-reduction information security project with capabilities to enable business growth with 

customers and suppliers.   These improved capabilities met the information security standards of an 

external supplier, thereby enabling the implementation of an integrated order management system 

between the two companies [11]. 

 

Risk Actualization.  To bolster the business case for information security projects, IT managers may 

employ the services of third-party computer security experts (white hat hackers) to conduct penetration 

testing and report their findings. A growing number of companies are using white hat testing to identify 

security vulnerabilities before hackers break into their IT infrastructure and systems [26]. Knowledge 

that a security breach has occurred at another company, along with data on the resultant costs incurred 

by that company, makes that security risk more “tangible” to business executives [14].  

 

These two mechanisms for “actualizing” information security risks are viewed as high in security risk 

reduction, but low in business enablement, because business managers often cannot correlate the 

information security vulnerability to its potential consequence on business profitability.  

CONCLUSION 

 

For business organizations, there are multiple advantages to reducing the gap between knowledge and 

implementation of information security practices.  A key benefit is cost avoidance, since implementing 

preventive measures is often less expensive than implementing reactive measures.  Preventive 

measures enable a company to avoid the hard costs of dealing with the aftermath of a breach, including 

investigation, remediation, fines, and lawsuits, along with soft costs such as damage to the company 

reputation and brand image.  

 



Another benefit of preventive measures is that the business is able to operate in a healthier state overall.  

When a company is not engrossed in the aftermath of information security breaches, its management and 

business units are able to spend time growing the business versus “fighting fires” relating to the breaches.  

Likewise, the IT department is able to spend time implementing features to support business growth 

versus remediating systems and data impacted by security breaches. 

 

The proposed framework for business justification of information security projects provides a novel 

approach to help organizations reduce the gap between information security knowledge and 

implementation.  The use of this framework enables a shift from a position in which information 

security projects compete against business projects to one in which they align with the objectives of the 

organization.  To accomplish this shift, the business case for an information security project must 

clearly explain how the project will enable business or reduce risk and whether the project is internally 

or externally driven.   

 

In the future, this research could benefit from incorporating Total ROI into the framework to provide IT 

managers with a clear path in moving security project towards the quadrant where both business 

enablement and risk reduction are high, while simultaneously increasing Total ROI. 
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