
411 
 

CYBER SECURITY AND CRITICAL INFRASTRUCTURES 

Dominique Louis, Pace University, Seidenberg School of Computer Science and Information Systems,  
163 Williams Street, New York, N.Y. 10038, 212-346-1687, capital402000@yahoo.com 

ABSTRACT 

The continuing transformation of  IT into a commodity that consolidates the deep dependence on 
electronic systems to support crucial public and private functions (economic, military, governmental, 
and social) entails cyber security risks that inevitably compromise vital national information resources 
and assets. Within that context, computerized information systems as inextricably linked, provide the 
technical wherewithal to achieve critical infrastructure operability, thus, ensuring national and economic 
security as well as public health and safety. The paper discusses the national cyber security environment 
with enacted legislation, security breaches, and policy implementation, while offering some possible 
research questions for further study.  

INTRODUCTION 

In an age of universal electronic connectivity and a world of rapidly evolving technologies that permeate 
to the very core of how organizations conduct their functions, the United States as a nation confront an 
environment composed by known or unknown vulnerabilities, aggressive adversary capabilities, and 
lack of comprehensive awareness for both. Malevolent cyber activity stems from nation states, terrorist 
groups, criminal networks, and individuals located within the U.S., all with disparate technical 
sophistication, but, with a common miscreant intent to derail critical infrastructures and disrupt national 
equilibrium with devastating effects. The paper objectives align Cyber Threats, Cyber Exploits, 
Vulnerabilities, Enacted Legislation, Federal Capacity to Cyber Threats, Information Security Controls 
at Federal Agencies, Security Breaches, Policy Implementation, and Future Directions. The research 
type is purely descriptive. 
 

BACKGROUND 

In a succinct overview, critical infrastructures, such as telecommunications, power distribution, water 
supply, and emergency services are vital physical or virtual systems and assets, that their destruction 
would have a debilitating impact on national public health and safety, national security, and national 
economic security, or other combination. [4] In this constellation, cyberspace is the complex, dynamic 
information infrastructure that provides the foundation for national and economic security, since a 
trustworthy cyberspace enables four critical aspects: security, reliability, privacy, and usability. [10] 
Yet, the advent of the Internet technology with its architectural ramifications has introduced an array of 
attacks that are routinely perpetrated against national information assets, undermining confidence in 
critical networks efficiency and effectiveness of embedded information security controls. Thus, while 
old threats evolve, new dynamic threats emerge that orchestrate to cripple national infrastructure 
accessibility and reliability, producing greater irreparable harm to the U.S. economy than the intellectual 
capital loss. [6]    
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CYBER THREATS 

The escalating magnitude of cyber threats derives from various sources. Bot-networks or bot-net 
operators are remotely controlled system networks that coordinate dissemination of phishing, spam and 
malware attacks, and are occasionally available on underground markets. [12] Criminal groups are 
organizations that use phishing, spam, and spyware/malware methods for monetary gaining through 
online fraud and identity theft, such as international corporate spies that conduct industrial espionage 
and large-scale monetary theft. [12] Hackers are malicious network intruders motivated by monetary 
gaining, boasting ambition, revenge or some other reason, and enabled by technological advancements - 
since no particular technological expertise is required - who acquire freely available sophisticated tools 
and materialize their intentions. [12] Organization insiders, such as employees and outside assignment 
contractors, pose the principal source of computer illicit activity especially when disgruntled, since their 
limited familiarity with a target system highlights them the path to data seizure, aside from the fact that 
they may accidentally introduce malware into systems. [12] Nations engage in partial information-
gathering and espionage activities using cyber tools. Moreover, several aggressive nations focus on the 
development of an information warfare doctrine, where a single entity could potentially disrupt supply, 
communications, and economic infrastructures that underpin military power with nationwide impacts. 
[12] Phishers are individuals, or small groups who primarily execute phishing schemes, while they may 
also use spam, or spyware/malware to seize identities, or information for monetary gain. Spammers are 
individuals, or organizations that distribute unsolicited e-mail with hidden or false connections, aiming 
to sell products, conduct phishing schemes, distribute spyware/malware, or paralyze organizations with 
denial of service attacks. [12] Spyware/malware authors are individuals, or organizations that compile 
and distribute spyware and malware designed to seize users’ files and hard drives, like the egregious 
viruses and worms Melissa Macro Virus, Nimda, Code Red, Slammer, and Blaster. Terrorists target to 
destroy, incapacitate, or exploit critical systems envisioning to subvert national security, cause mass 
casualties, weaken the U.S. economy, and damage public morale in grave amplitude. As tools, terrorists 
may adopt phishing or spyware/malware methods to generate funds, or gather sensitive information.[12]  

CYBER EXPLOITS 

Technology can be a double-edged sword, since computers can be a target of crime, or an instrument of 
crime: Denial of service attack is released from a single source, targeting to overwhelm a computer 
with multitudinous messages that block legitimate traffic, causing denial of system access to legitimate 
users. [12] Distributed denial-of-service attack is a variant denial-of-service attack distributed from a 
network rather than from a single source that usually uses worms to spread to multiple computers that 
attack the target. Exploit tools are publicly available sophisticated tools that competent violators use to 
detect potential system vulnerabilities and gain target entry. [12] Logic bomb is a mechanism of 
sabotage, where programmers insert code that causes the program to perform a destructive action when 
some triggering event occurs, such as terminating a programmer’s employment. [12] Phishing involves 
creation and use of e-mails and Web sites stealthily designed to look identical with those of well-known 
legitimate businesses, financial institutions, and government agencies, aiming to spoof internet users 
into disclosing their personal information for malevolent intents. [12] Sniffer is the program that 
intercepts routed data and examines each packet in search of specified information, such as passwords 
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transmitted in clear text. [12] Trojan Horse is intrusive software that conceals harmful code and 
masquerades as a useful program that a user would wish to execute. [12] Virus is a program that infects 
computer files by inserting a copy of itself into the file, which in turn - when loaded into memory - 
infects other files. Unlike worms, viruses require human involvement (usually unwitting) to propagate. 
[12] Vishing deals with a voice-over-Internet-Protocol phishing method and open-source call center 
software that enable scammers and criminals to set up phony call centers and send e-mail messages to 
potential victims about a potential security problem, and need for debit or credit card online action. [12] 
War driving represents the entry path into wireless networks by using laptops, antennas, or wireless 
network adapters, with the intent to patrol locations for subsequent unauthorized access. [12] Worm is 
an independent program that reproduces by copying itself from one system to another across the 
network, thus, propagating without human interference. Zero-day exploits take advantage of security 
vulnerabilities the very same day of their public announcement, when there are no available fixes. [12]   

VULNERABILITIES 

Albeit, technology systems exit the factory in pristine condition, they can be contaminated with 
corrosive effects when they change environments, precisely because they are manipulated by delivery 
service, wholesalers, retailers, installers, repairmen, or through downloadable updates and patches.[15] 
Furthermore, incidents of insider theft continue to increase, demonstrating stringent control weaknesses, 
technical gaps, policy enforcement lapses, and even vacation schedules of security staff. Profound 
implications that vividly illustrate the insider access compromise include a disgruntled San Francisco IT 
engineer, who essentially shut down the government by locking the San Francisco departments and 
agencies out of the city’s wide network territory in 2008. [15] To exacerbate the situation, highly 
privileged national defense records comprising thousands of classified military documents - including 
war operations and field reports - were illicitly divulged by an Army private to the unauthorized source 
Wikileaks.org, and spectacularly published in 2010. Under the circumstances, addressing the complex 
vulnerabilities that exist within the supply chain of IT infrastructure explicitly requires interdisciplinary 
approach by agencies and human resources. [15]  

ENACTED LEGISLATION 

Taming the cyber security monster has been marked by presidential initiatives. To attain this objective, 
the Presidential Decision Directive 63 by the Clinton Administration, and the Comprehensive National 
Cybersecurity Initiative by the Bush Administration were both processed in the late part of their second 
presidential terms, lacking ample time to yield sufficient fruition. [8] Conversely, the National Security 
Presidential Directive 54/Homeland Security Presidential Directive 23 of January 8, 2008 with its 
formalized Comprehensive National Cyber Security Initiative (CNCI) enacted by President Obama in 
May 2009 emerges with more credibility in its strategy, since it includes elements of pre-emptive cyber 
defense to prepare against potential cyber space eventualities. [8,10] To enforce robust accountability 
and control, the legislation appoints - at a high governmental level - a National Security Coordinator 
or Cyber Czar, possessing real clout to coordinate efforts in the direct implementation of stringent 
security measures associated with critical networks, such as those of the Pentagon, the National Security 
Agency, and the Department of Homeland Security, among other agencies. [7, 8, 11] Arguably, 
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President Obama’s cyber security strategy highlights national economic needs unlike national security 
requirements introduced by its two predecessors. [8]  

FEDERAL CAPACITY TO CYBER THREATS 

According to David Boyd, Director of the U.S. Department of Homeland Security’s Science and 
Technology Directorate/Command, Control and Interoperability Division, interoperability of emergency 
response networks across national boundaries has significantly advanced to include connectivity of 
instantaneous voice and data information in its current configuration. These emergency-responding 
capabilities are built to prevent, identify, assess, and minimize incident impacts of any size. [2] 
Nevertheless, the reality holds that in spite of all rigorous measures, critical systems are still exposed to 
persistent threats that proliferate with extreme speed. [3] 

INFORMATION SECURITY CONTROLS AT FEDERAL AGENCIES 

Over the past several years, most of the 24 major federal agencies displayed five information security 
deficiencies: a) Coherently integrated information security program articulating risks, policies, and 
controls across agencies. b) Access controls authorizing only privileged individuals to read, alter, or 
delete data. c) Configuration management controls providing assurance that only authorized software 
programs are implemented. d) Segregation of duties eliminating risks of undetected inappropriate 
independent activity. e) Continuity of operations planning ensuring the prevention of disruptions 
associated with significant computer-reliant operations. [4] 

SECURITY BREACHES 

As disclosed by Deputy Defense Secretary William J. Lynn, in March 2011 foreign hackers infiltrated a 
defense contractor network seizing 24,000 military files in a single intrusion “in spite of current 
countermeasures that have not stopped this outflow of sensitive information”. Thus, in one of the most 
devastating data breaches suffered by the Defense Department, intruders penetrated the Pentagon’s 
cyber armor obtaining data related to aircraft, surveillance, and satellite communications. [14] Also, on 
May 29th, 2011, defense contractor Lockheed Martin confirmed a “significant and tenacious attack by a 
person with direct knowledge” against its sensitive networks that was aggressively thwarted while its 
systems remained secure. In their abuse, attackers duplicated “SecureID” electronic keys that generate a 
new numeric sequences every 60 seconds, which combined with a personal identification number, 
ensure a secure authentication process to protect sensitive systems. Notably, Lockheed Martin is one of 
the largest global defense contractors and the primary developer of stealth technology with products like 
Trident missiles, P-3 Orion spy plane, F-16 and F-22 Raptor fighter jets, and C-130 Hercules military 
cargo planes. [9] Furthermore, on July 12, 2011, the largest U.S. military defense contractor Booz Allen 
Hamilton had suffered a serious security server breach called “Military Meltdown Monday” carried out 
by the group AntiSec, releasing more than 90,000 military email addresses and encrypted passwords, 
along with IP addresses, user-agents and internal user names, while deleting 4 GB of source code. [1] 
Given that the Booz Allen Hamilton networks are particularly loaded with valuable information about 
U.S. weapons systems, data theft undermines the U.S. technological edge over potential adversaries. 
[13] Remarkably, the AntiSec group - operated by Anonymous and LulzSec - has also attacked the US 
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Department of Homeland Security, the governments of Brazil, Tunisia, and Zimbabwe, whereas the 
Anonymous branch had penetrated the NATO servers before, preying around a gigabyte of data. [13]   
 

POLICY IMPLEMENTATION 

The U.S. Government Accountability Office Testimony dated July 26, 2011, proposed decisive steps to 
suppress cyber threats and enhance the current U.S. cyber security posture: a) Implementing actions 
recommended by the 2009 cybersecurity policy review that resulted in 24 near and mid-term goals.  
As reported by the U.S. Government Accountability Office in October 2010 and July 26, 2011, only 2 
recommendations were virtually implemented while 22 had partially fulfilled their mission due to non-
assigned responsibilities, and the requirement of multiple year action. [4, 5]  b) Updating national 
strategy to secure information and communications infrastructure. In March 2009, former federal 
officials, academics, and private sector executives were convened and highlighted 12 key critical 
infrastructure improvements with clearly specified objectives, goals and priorities. [4, 5] c) Reassessing 
the cyber sector specific planning approach to critical infrastructure protection. The Department of 
Homeland Security has to assess (1) whether existing sector-specific planning processes should continue 
to be the nation’s approach to securing cyber and other critical infrastructure, (2) consider whether other 
options would provide more effective results, and (3) collaborate with the sectors to develop plans that 
fully address cyber security requirements. [5] d) Strengthening the public-private partnerships for 
securing cyber-critical infrastructure. The Cyber Security Coordinator and the Department of 
Homeland Security should enhance collaboration with federal and private-sector partners for sharing 
information among private sector, civilian government, law enforcement, military, and intelligence 
community. [5] e) Enhancing cyber analysis and warning capabilities. The Department of Homeland 
Security should take the appropriate steps to implement national analysis and warning capability as part 
of the envisioned national strategy. [5] f) Addressing global cybersecurity and governance. The 
Cybersecurity Coordinator should develop a comprehensive U.S. global cyberspace strategy ensuring 
technical standards and policies that do not pose unnecessary barriers to U.S. Trade. In this landscape, 
the “International Strategy for Cyberspace: Prosperity, Security, and Openness in a Networked World” 
was released by the White House in May 2011. [5] g) Securing the modernized electricity grid. As 
identified in January 2011, the IT-reliant electricity grid or smart grid lacked major elements, such as (1) 
security features built into certain smart grid systems, (2) effective mechanisms enabling cybersecurity 
information exchange across electric industry boundaries, and (3) electricity metrics for evaluating 
cybersecurity. Most importantly, the essential element pertaining to the risk of attacks by both cyber and 
physical means needs to also be included in the smart grid cybersecurity guidelines issued by the 
Department of Commerce branch of National Institute for Standards and Technology (NIST). [5]        

FUTURE DIRECTIONS 

Question 1: Do privacy and security notions affect individual and organizational decision-making? 
Hypothesis 1: When privacy and security are ensured, individual and organizational decision-making 
become agile and resilient.   
Question 2: Can organizations achieve total protection against insider theft?  
Hypothesis 2: When organizations apply stringent proactive controls, insider theft will be deterred.     
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CONCLUSION 

Advances in information technology facilitate invasion of privacy. Consequently, cyber security of 
critical networks reflects a non-exhaustive challenge to manage, precisely because violating incidents 
may escalade into national disasters when dramatically grown in severity. To build a security edifice, the 
U.S. government invests heavily on sophisticated technologies aiming to safeguard the confidentiality, 
integrity, and availability of its vital assets. Nonetheless, critical systems demonstrate unconquered 
inadequacies that require more rigorous controls to prevent intrusions, subvert illicit activity, attenuate 
effects, and protect national mechanisms, thus, deterring national, economic, and social costs.  
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