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ABSTRACT 

 
The tightened security measures of post 9/11 at all nation’s airports and the unending changes to 
procedures and passenger screening process, have made it difficult for terminal officials to accurately 
analyze the effects of these changes on the passengers throughput at airports’ terminals and to predict 
how the system will be affected when these complex and interlinked changes occur simultaneously and 
at a highly dynamic pace.  This research aims at implementing an airport screening system in a 
simulation environment that will provide airport terminal operators with a tool and the capability to 
effectively analyze the airport passenger screening operations.   
 

INTRODUCTION 
 
Security has been a major concern at all nation’s airports in the post 9/11 era. As a result, passenger 
check point procedures and long waiting times became inevitable phenomena and still continue to be the 
most frustrating factor associated with air travel today. Additionally, since the attack, the day to day 
operations at sea terminals and airports have drastically changed due to more focused attention to 
security and safety from operational stand point. These changes have had significant impact on cargo 
screening at sea ports and passenger movement patterns in airports. Consequently, it has affected airport 
performance, levels of service, and the overall passenger satisfaction and experience.   
 
1.1 Solving Complex Problems with Simulation and Modeling Techniques - Little is known about the 
efficiency of current passenger screening processes, as no benchmarks exist against which they could be 
measured.  Our aim is to use simulation to further the understanding of passenger screening systems.   
 
1.2 The Security Problem - A preliminary work (Moshirvaziri et al. 2009) [1] on building a simulator to 
facilitate passenger screening flow was conducted. It analyzed three existing systems currently in use in 
major US airports and showed there are a number of design issues that could hinder the adoption of each 
of the methods. It also identified a number of desired features of an effective screening architecture. This 
paper aims at designing an effective, secure, discrete event system that enables smooth screening 
process for passenger and possibly luggage screening processes.  The model can analyze the state of the 
airports functional areas, key processing elements, and their performances.  
 
1.3 The Operational Problem - This section provides an overview of the design and implementation of 
the simulation model which may be modified and executed under different assumptions and variety of 
real data sets.  Next we introduce steps necessary to construct the base model, the simulation of Los 
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Angeles International Airport (LAX) and follow up with its implementation issues and scenarios to be 
investigated.  LAX has all the characteristics of a major US airport with huge influx of passenger and 
cargo movement throughout the year and hence ideal case for our study as the baseline model.   
 
The Airport Operations and Security Model - The following model is a base that was used for 
developing the simulation of the Los Angeles International Airport based on 2010 data [2] [3][7].  

 

 
 

Figure 1: Simplified Incoming Passenger Model 
 
2.1 Data Gathering - Data was obtained for LAX and the year 2010, directly from the operators of 
LAX. This data is all in regards to departing passenger. The data separates passengers in to domestic or 
international destination. It breaks the data down to monthly portions. The passenger inter-arrival time 
of the M/M/c system is used in the simulation model. For example, Terminal 1 departed a total of 
4,382,614 passengers in 2010 [2], resulting the mean interarrival time 0.118 min. or 7.097 sec. for 
Terminal 1. Additional data regarding passenger destination and the number of luggage items they check 
is made available from [8]. This data is used to calculate empirical probability tables used in calculating 
the likelihood of a passenger checking a luggage item, and how many luggage items are checked. In 
turn, the amount of time a passenger remains in the baggage and check-in process is altered 
 

SIMULATION OVERVIEW 
 
3.1 Assumptions - Assumptions are made where appropriate, such as a surveyed measures of security 
effectiveness. Each layer of security is assumed to have the same probability that a security threat will or 
will not be identified. Below is a brief list of assumptions we made in the simulation. Passengers’ arrival 
times are not influenced by time of day or holiday due to a lack of data on such functions. Travel time 
in-between terminal areas are not considered. For example, the time it takes passengers to walk from a 
checking kiosk to the TSA screening line is not simulated. Intelligence and experience has no weight in 
the amount of time it takes a passenger to check in or pass through the TSA screening processes.  
 
3.2 Processes - Passengers entering the airport through a checking system and eventually leaving after a 
final TSA screening which includes body scans and potential personal searches. Simulating the number 
of entering passengers and how often they enter is based on real data for the Los Angeles International 
airport from the year 2010. The data includes the count of passengers per month, both terminal number 
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and destination (international or domestic). This data is imported to ExtendSim [9] via its custom 
database and it drivers inter-arrival time calculations. Exponential distribution is used to simulate real 
world traffic patterns based existing passenger flight data for the year 2010 and the Los Angeles 
International airport. Since the simulation runs for a 12 months, the data is detailed to monthly time 
periods. As the simulation runs and the months change, so does the mean inter-arrival time.  
 
Upon entering the system, each passenger is assigned a set of attributes such as: type of passenger 
(international or domestic), number of bags the passenger checks (0, 1-2, 3 or more), level of security 
risk the passenger presents (out of 3), and a binary value based on the queuing method the operator has 
chosen. The algorithm for baggage assignment uses LAX's 2006 baggage survey data.  Security risk is 
defined by the operator of the simulation. A simple GUI has been setup to allow the operator to modify 
an empirical distribution table and assign probabilities for 3 different levels of risk. Class 0 passengers 
represent zero risk, and require no extra screening beyond the minimum requirement, Class 1 represents 
high risk passengers who will be given an additional screening after the body scans, and Class 3 
passengers who are considered to be on the "no fly" list.  
 
After attributes are assigned to the passenger, the passenger enters the check-in and baggage queue and 
waits in line for an open kiosk or carrier employee to assist them with checking bags (if any) and initial 
checking to the airport. Given the diverse range of kiosks and support personal at each terminal, the 
process has been simplified so that the simulation operator may enter the total number of kiosks/servers 
for the checking process in the simulation's GUI. The simulation will have 20 servers, each with a 
processing time governed by two distributions; one based on the number of bags to be checked and a 
second distribution based on the time it would take scan baggage check for a passenger to checking. The 
mean times for these distributions may be modified as needed. Upon completing checking processes 
passengers are moved to the TSA Identity Screening process, in which credentials and identification are 
checked by a qualified agent before the passenger may move on in to the TSA Screening area. An 
exponential distribution with a mean of less than one minute is used. The simulation GUI allows the 
simulation operator to enter the number of TSA agents, which will process the passengers. 
 
The TSA screening procedure is where advanced queuing methods are used to demonstrate on way in 
which airport terminal designers may improve operational efficiency. The advanced queuing method is a 
system in which theoretically the passenger is assigned a screening line and does not choose the line on 
his own. Each subsystem represents a line, a carryon scan, metal detector, body scan, and additional 
screening. With advanced queuing disabled, passengers choose at random from the 1-10 open lines.  
 
The first step of the TSA screening system is the carryon luggage scan. In the simulation up to 3 
passengers may perform this task simultaneously; however, this number can be changed. The processing 
time is based on an exponential distribution with a mean of 1.5 min. Upon completing the process the 
passenger may enter the metal detector process; but only one person may pass through the metal detector 
at a time and realistically a large line cannot form for the metal detector since the passengers in a real 
terminal have no place to go. Therefore, a single item queue is placed before the single item metal 
detector activity and all incoming passenger activity prior to the metal detector activity results in the 
loading of the carry on item scan queue. The risk of a passenger failing the metal detector scan and 
having to return to the carryon item scan is accounted for, and passengers may be rerouted. The 
processing time for both metal detector and body scan activities is based on an exponential distribution. 
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After the body scan, passengers that represent a security threat are pulled aside for additional screening. 
Upon exiting the simulation information about each passenger is gathered, such as their total time in the 
system and in each major area. The simulation will display a report of relevant data upon completion. 
 
3.3 Measuring Security Effectiveness - Port security is based on a number of layers [4] [6] with the 
hopes that at each layer a security threat is avoided. For example, a passenger may hit the initial security 
layer upon purchasing a ticket and providing valid payment or identification credentials. Upon entering 
an airport, identity is confirmed during the check-in process; this is another layer. These layers continue 
through each step of the screening process in which security operations have a chance to detect the 
security threat. As noted earlier, passengers in the simulation are assigned security levels of zero, one, or 
two. Class 1 passengers are not given additional screening. Class two passengers are given a final 
screening prior to leaving the TSA screening area. This extra screening has a mean of 3 minutes and is 
based on an exponential distribution. The actual time of such screenings is not published, but an 
informed security operator could modify the simulation to change this information. Class 3 passengers 
are subject to the layered security in a special way in that after each activity in the system the passenger 
is given a certain chance of being identified as a threat and being taken out of the system. If, for 
example, the passenger has a 99% probability of being removed from the system at each step, each step 
increases the likelihood of them being removed, making the final chance of a security threat very 
unlikely. This is the theory behind the threat probability and it is discussed further in [5].  In the 
simulation, class 3 passenger passes through 3 potential layers where they would ideally be removed. At 
each layer (after check-in, after TSA credential/identity screening, and after the final TSA check-in 
screening process) this type of passenger is given a 99% chance of removal from the system. Security 
operators who know more of the likelihood or effectiveness of procedures will be able to define the 
empirical tables at each step. For example, perhaps the initial check-in has only a 50% chance to remove 
the threat, while the final TSA security procedure has a 99.99% chance. With this information, the 
simulation becomes more valuable. 
 
3.4 Measuring Operational Efficiency - Existing terminal operators will have access to information 
which may be used as a benchmark to assist with designing experiments and usages of the simulation.  
While the simulation provides essential information regarding mean times spent in the system by 
passengers and mean times spent in each step of the simulation, there are few cases to benchmark the 
simulation against. However, the ability to modify variables such as the number of TSA credential 
checking agents, the number of screening lines, or whether advanced queuing are enabled or not give the 
simulation operator some control over the system and insight into the potential effects of changing it. 
 
3.5 Improvements - Passenger destination is based on survey data gathered by the Los Angeles 
International airport in order to identify changes between passenger attributes from 2001 to 2006. 
Recent developments, including the increase of checked baggage fees by US based carriers, have likely 
had a negative impact on the number of checked bags by passengers in the US. However, no recent 
survey is available to confirm this, and consequently the 2006 data is used. Additional research is 
required to allow for the enhancement of the model and simulation based on acquired survey data. 
 

SIMULATION INTERFACE 
 
Operator GUI – Figure 2 displays the graphical user interface developed for the security administrator 
or terminal operator for use with this model. The GUI has two buttons. The first runs the simulation and 



 
 

32 
 

the second opens a brief report which shows the most important outputs from the simulation. Prior to 
running the simulation the operator should adjust the GUI controls: 
 

 
 

Figure 2: Operator Graphical User Interface 
 
Select Terminal - Using a slider control, an operator may select the terminal in LAX he wishes to 
simulate. Changing the terminal number will adjust both international and domestic passenger attribute 
rates and the passenger inter-arrival times for each month.  
 
Months to Simulate - In this control the operator may enter a value of 1-11.99 to simulate the number of 
months to run the simulation. Data is available for the year 2010. If the operator enters 1, the month of 
January will be simulated whereas 5 will simulate January through May. The simulation will generate a 
brief report at the end of the selected period regarding operations and security statistics. 
 
Check-in servers at this terminal - This is the number of kiosks or carrier personal who checks both 
passengers and baggage. Kiosks which are incapable of baggage checking are not included in this 
number and are not considered in this simulation. The actual number of kiosks at each terminal is not 
available. 
 
TSA ID Check Lines - This is the number of lines (or servers) which exist in order for passengers to have 
their ticket and identification verified by a TSA agent, so they may continue through to the TSA 
screening. Actual terminal data fluctuates, but official operators will have this information available. 
This number remains constant during the course of simulation runs. 
 
TSA Screening Lines - This is a number from 1-10. Each line of TSA screening represents a full service 
line that includes carry-on scan, metal detector, and body scan screening methods. 
 
Advanced Queueing Methods - Here the user may change the process in which a passenger selects a line 
to enter. When enabled, passengers automatically move to the TSA screening line that has the fewest 
people inside (considering all queues in the line).  If disabled, the passenger selects a line at random. 
 
Mean ID Screening Time - This is the mean amount of seconds required to perform a TSA identity and 
ticket inspection prior to the primary screening. Experimental data suggests it lies between 7-17 seconds. 
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Passenger Risk Probabilities - An operator/security administrator will adjust that likelihood that a 
passenger is either: safe, requires extra screening, or is too unsafe to fly. This empirical table will define 
the frequency in which passengers are flagged as threats.  
 
Mean Carryon Scan Time - This value represents the mean amount of minutes it takes for a passenger to 
remove items which require scanning. This includes, but is not limited to, belts, shoes, carry-on bags, 
keys, portable electronics, and any electrical or metal device for scanning. 
 
Active Passengers per Line - This is the number of passengers who may at the same time remove the 
items above in to the TSA required scanner. Generally 3-5 is common depending on terminal space. 
 
Mean Metal Detector Time - This value is the mean number of seconds in an exponential distribution 
which will randomly define the time it takes for a passenger to pass through the metal detectors and 
confirmed by a TSA agent to continue to the body scanner. 
 
Mean Body Scan Time - This is the mean time in sec. of an exponential distribution which will randomly 
define the time it takes to scan an individual in the new x-ray body scanners developed by the TSA.  
 

CONCLUDING REMARKS 
 
The simulation provides a look at probability based security measurements and benchmarking. By 
measuring the success of security as the inverse of the likelihood of failure at each layered security 
process, the simulation assesses the impacts of implementing new or different methods at each screening 
process of the passenger (or cargo).  The simulation results show the advantages of the proposed 
advanced queueing methods; a system in which the passenger (or cargo item) is assigned a screening 
line by a computer aided system, not a port operator or the passenger themselves. The system then 
detects where the shortest lines are and assigns the passenger to that line in the screening process. LAX 
Terminal 4 was tested with Advanced Queueing Methods disabled and enabled.  Terminal 4 had 
4,893,555 passengers depart in 2010. 
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