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ABSTRACT 

Software development life cycle (SDLC) plays an essential role in most software construction 
projects. Unfortunately, the system users or developers are rarely concerned with the security 
requirements for these processes. Even though some researchers have attempted to investigate specific 
methodologies in the area of secure software engineering, there are still few frameworks that can address 
the security issues. 

The primary objective of this research is to design a unified framework of architectural risk analysis 
to fulfill the security requirements. The proposed framework can help system users to: 1) systematically 
handle breach issues that exist in software architecture, 2) fulfill security requirements in information 
security management, and 3) handle benchmark issues in risk assessment. 
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security requirement 

I. INTRODUCTION 

Software is ubiquitous and widely adopted by various organizations since many workflows and 
services provided by organizations are highly dependent on software systems. However, sensitive 
information and application systems are becoming more vulnerable to unintended and unauthorized use 
nowadays. Hence compliance with confidentiality, integrity, and availability requirements is rather 
important for implementing and protecting the primary and supporting information assets. 

According to [6], the countermeasures for the current software applications are no longer adequate. 
In this survey, Gartner identifies application security as the major concern for many chief information 
officers (CIOs). As a result, business leaders and informed consumers are more aware of the scarcity of 
security practitioners and the requisite competencies when they deal with the software security issues [1]. 
This phenomenon reflects that software security have rapidly become a critical issue in the field of 
information security management, business continuity management, disaster recovery, incident response, 
and risk management. 

Systematically secure software should be implemented as such it would have ability to sustain its 
productivity and efficiency, as well as having ability to continue operating in the presence of threatening 
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events. Currently, the secure software is still mostly constructed by considering the guidelines, best 
practices, or undocumented expert knowledge. The lack of systematic and structured disciplines in 
software development often lead to insecure software with exploitable weaknesses. 

II. THEORETICAL BACKGROUND 

We consider the following three works for designing the risk analysis framework because of their 
relevance to the domain of secure SDLC: 1) CLASP (Comprehensive, Lightweight Application Security 
Process of OWASP [4], 2) Microsoft’s Security Development Life cycle (SDL) [2], and 3) McGraw’ 
Touchpoints [3]. We chose above standards in order to elicit an integrated reference framework, which 
includes the needed processes and activities for security of the software development life cycle. CLASP, 
contributed to and reviewed by several leading security companies of the OWASP consortium, is 
considered as lightweight and more affordable for small organizations with less strict security demands. 
SDL, used by Microsoft internally for product development, is considered as more heavyweight, 
rigorous, and more suitable for large organizations. Touchpoints, applying experiences from industrial 
projects in order to first distill an approach and then to ensure the proposed activities, are both 
executable and feasible. 

III. METHODS 

We propose a unified framework by considering the methodologies (CLASP, SDL, and 
Touchpoints) mentioned above with the focus on architectural risk analysis and its related phases. In 
order to develop a reasonable framework, our unified framework filters out the useful component of the 
referenced framework. Our architectural risk analysis frameworks can be divided into the following 
components: asset analysis, ambiguity analysis, attack resistance analysis, weakness analysis, risk 
strategy analysis, and measure software security. For clearly presenting the architectural risk analysis 
framework, we use the knowledge model of the CommonKADS Methodology [5]. CommonKADS, a 
method for both knowledge engineering and knowledge management, is prominently used for defining 
the structure of the expertise models. We decompose the main tasks into detailed inferences and present 
the task knowledge of the architectural risk analysis framework in Figure 1. 

IV. VALIDATION 

Until now, we have already finished implementing this unified framework of architectural risk 
analysis and still continue improving it. However, the practical test is under preparation. That is, we will 
adopt the prototype of this framework to analyze the architectural risk in a real system implemented in 
some organization. Then, from these real data, we will perform the efficiency and performance analysis. 
Moreover, we will also compare our framework with other similar projects for further validating the 
efficiency and performance. 



 
Figure 1 Task knowledge of the proposed architectural risk analysis framework 
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