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ABSTRACT 

This paper presents a case study in the development and implementation of a security policy for a 
computer lab in a large public university. The primary goal of the study is to demonstrate the 
effectiveness of the Chain-Link Fence Model (CLFM) for security policy and procedure development. 
A brief introduction to CLFM is followed by the analysis of why the status quo wouldn’t work for the 
studied lab, how a new procedure was developed and implemented, and what improvements to the 
security and administration of the lab were achieved. 

 

INTRODUCTION 

In the early days of management information systems, network security was not thought of as a 
necessity because little threat existed.  The only computers were mainframe computers, so users only 
had remote terminal access to run programs.  As computers got smaller, dumb terminals were replaced 
by microcomputers, which eventually evolved into personal computers on every single desk.  All those 
computers were eventually joined together to form the first intra-office computer networks.  

As the issue of computer and network security is ever-changing, there needs to be a streamlined 
method for creating policies and procedures without having to start over from scratch each time. These 
methodologies need to be created, documented, and followed to help give uniformity and accuracy to 
future procedures. 

Our paper presents a case study detailing the implementation of computer security policies for the 
management of a computer lab in a large, western public university. Results of the research are 
important because it is the first documented validation of the effectiveness of a recently proposed 
security policy development model, the Chain-Link Fence Model [5]. 

 

BRIEF HISTORY OF SECURITY POLICY 

In 1989, the United Kingdom’s Department of Trade and Industry (DTI) started an IT security 
awareness campaign called "keep IT safe" [1 p. 418]. By 1990 this campaign was recognized 
throughout Europe. The first European conference on IT security was held in 1992 [1]. The nations of 
France, Germany, The United Kingdom, and The Netherlands formed the first European multi-national 
security taskforce, called the Organization for Economic Cooperation and Development (OECD), from 
which a subgroup was formed, called the European Security Forum [1]. The Department of Trade and 
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Industry representative from the United Kingdom said, “There were three of us at the [first] meeting [of 
the European Security Forum]: the security manager, his director, and myself. At the end of the 
meeting, we agreed to bring together our key contacts who had expressed interest in security standards 
in formal and informal meetings. This decision was a very significant step forward in this context” [1, p. 
419]. 
 
On October 16, 2001, U.S. President George W. Bush issued executive order 13231, titled “Critical 
Infrastructure Protection in the Information Age” [2]. This executive order specifically called for the 
implementation of “a voluntary public-private partnership, involving corporate and non-governmental 
organizations.”  The partnership was tasked with protecting information systems infrastructures from 
disruption or damage. Out of this initiative came the Computer Emergency Response Team (CERT). 
The group was focused on free sharing of computer security information, and that led disastrously to 
what Next Generation Software Services claimed was a “violation of trust because information was 
leaked to potential competitors” [4, p. 187]. NGSS severed ties with CERT, providing a glaring 
example of the failure of open communication in resolving security issues. Because of this failure the 
U.S. market shifted from a governmental policing system to an internal business security system. As a 
result, many American companies began following the guidelines set forth in ISO17799:2000.  
 
American institutions are now responsible for their own security-related policies. They are required to 
follow many different compliance regulations from both public and private entities. Every institution 
needs to create internal security-related policies and procedures. 
 

 
REFERENCES TO IMPORTANT RESULTS FROM THE LITERATURE 

 
One of the largest constraints in developing security procedures was discussed by Kotulic and Clark [6]. 
They conducted a survey to determine whether their proposed security model would have any success. 
“Information security research is one of the most intrusive types of organization research, and there is 
undoubtedly a general mistrust of any ‘outsider’ attempting to gain data about the actions of the 
security practitioner community” [6, p. 604]. The response rate to their questionnaire was 5.1%. They 
surmised that the scope was too large and the population too diverse. They also concluded that because 
of the secrecy nature of IT, security companies were reluctant to share data. 

An important branch of literature that motivated the development of the Chain-Link Fence Model (See 
below) has its roots in the Technology Acceptance Model [3]. TAM makes an effort to predict how 
users respond to and adopt new technology. Davis’ crucial findings included the notion that users’ 
attitudes towards the adoption of a new technology were much more positive if it was easy to use 
(perceived ease-of-use) and helpful in their jobs (perceived usefulness). These findings catalyzed the 
development of the Chain-Link Fence Model [5]. 

 

THE CHAIN-LINK FENCE MODEL 

Existing research has not yet proposed a complete framework needed to create internal security 
procedures for large and complex organizations; hence, the new Chain-Link Fence Model was 
constructed [5]. This framework took shape in the following form (Figure 1.). 



 

FIGURE 1. 

The Chain-Link Fence Model  

 

The Chain-Link Fence Model consists of four major components: 1) Buy-In, 2) Implementation, 3) 
Ease-Of-Use, and 4) Effectiveness. 

The inclusion of each component is necessary in order for the entire process to be successful. We also 
propose that the adequate addressing of the four components is necessary for successful procedure 
generation. We now give some details of the components. Houghton (2013) contains: the full 
description of the model; the detailed theoretical origins of the components and their relevant literature 
review; the principles driving the development of the framework; and the evolution of the complete 
model. 

Buy-in is the process of involving all the project stakeholders in agreeing to a basic understanding of 
the desired result of the procedure. To accomplish this step, involvement is needed from management, 
users, security administrators, and the principle computer managers. They need to create a plan to 
measure the security objectives, implement training, and communicate the desired goal of the new 
computer security procedures. 

Implementation is the process of training the operators of the system as well as defining the roles of all 
potential users of the system. This training also needs to allow for ease-of-use. 

Ease-Of-Use is also a stand-alone component of the Chain-Link Fence Model. Ease-of-Use mitigates 
costs associated with training and lack of compliance with new procedures. It also lessens the need for 
an in-depth knowledge of security tools. Users who are burdened by the new procedures may rebel 



against them. If the new procedure is easy to follow, users are more likely to use it. If Ease-of-Use is 
not included in procedure, both Buy-In and Implementation are ineffective. 

Finally, Effectiveness is the fourth component of the Chain-Link Fence Model. It is necessary to 
demonstrate that the overall goal of increased computer security is accomplished. Without 
effectiveness the process of creating security procedures is a waste of time, money, and institutional 
resources. 

 

METHODOLOGY 

This research demonstrates the implementation of the Chain-Link Fence Model using a case study 
methodology [7].In the course of this study, the manager of a computer lab, Subject D, was interviewed 
four times over a six-month period. In the first interview, Subject D was trained in the components, 
features and use of the Chain-Link Fence Model. He was then asked to use those components and 
principles to design a set of procedures to enhance the security of his computer lab. Subject D 
presented his security procedure and implementation plan in the second interview. At that time, he was 
asked to implement the new procedures and to run the lab in accordance with them.  He was also asked 
to start observing the indications that would prove or disprove the effectiveness of the procedures as 
manifested by the improved security in the lab. The third interview was a question and answer-style 
follow-up after the implementation and observation period. Evidence for effectiveness was discussed. 
Six weeks later, the fourth interview was conducted as a final follow-up and debriefing.  

 

ANALYSIS 

Security Background of the Computer Lab 

Subject D managed all the computers in the computer science department of a large public university. 
His main computer lab, an open-access lab, consisted of 150 computers. He had a unique challenge 
among campus lab managers in that his computers needed to be as open as possible so that students 
could explore all facets of the computing environment. This created some issues, especially with 
computer security.  

The students in Subject D’s lab often behaved like typical hackers. They tried to learn what was going 
on in the computer environment. A few of the non-traditional activities in which they engaged included 
attempting to spoof IP addresses, changing root level file structures, and in some cases, attempting to 
present themselves as a different user. 

One of the main differences between his lab environment and all the others was the fact that it was an 
anonymous lab. There was not a centralized authentication system requirement for entry; most of the 
computers had root or administrator access set as the default user credentials. Finally, they did not have 
the usual firewalled and sectioned-off subnets found in other open-access labs on campus. As Subject 
D stated, “The systems are somewhat open because in computer science, we’ve got students that have 
to develop a lot of programs where they need a fair amount of resources off the Internet. They need to 
be able to come back after they’ve worked on it and keep working on a project.” 

When a breach in security was detected, Subject D created (using the Chain-Link Fence Model) a 



standard procedure for processing the problem computer. He summarized this procedure: “We do let 
USU computer security indicate if somebody is doing something out of the ordinary, and then we 
reimage the computers. If we catch anyone doing something that is a security breach we just reimage 
the computers [and] bring it back to a known operative state. The students are warned before they go in 
that they do have open computers because of their development platforms, and they have to police 
themselves.” 

While this environment seems like the Wild Wild West of computer environments to most computer 
security professionals, designed procedures helped keep the chaos to a minimum. “We do have 
firewalls on each of the systems which we use: standard Windows 7 and Macintosh and Linux firewalls. 
We allow basically any [outgoing traffic]. [We] usually limit incoming [traffic] so students can’t run 
their own applications unless we poke a hole in the firewalls. That’s about all we do, because again, 
they still need to access resources off campus as they’re developing some of their distribution software.” 

Applying the CLFM 

Subject D used the Chain-Link Fence Model for the creation of a time-limit procedure. He describes 
the early experience as follows. 

Subject D: If we’ve got someone who is in [the lab] for an extended period of time, the lab 
mangers ... or the consultants ask them what they are doing ... We give them about three hours, 
mainly because the games players come in, play for like six [hours]. So after about three hours 
we ask them what they’re doing. Normally, they feel intimidated and get up and leave, but the 
games players are the worst case. Most of the rest of the students are in and out of the lab in 
about an hour to two. 

Buy-in. In his lab, Subject D needed his lab managers to assist him in enforcing these new procedures. 
“We discuss those at the first of the school year like we did at the end of August. [We review] what’s 
[been] implemented [and] anything that’s changed in the campus infrastructure during the summer, and 
they’re basically the policeman of the of the lab operations.” 

Implementation. One of the primary concerns for Subject D was the students. He wanted to make sure 
that the students knew what the procedures of the lab included. To that end he has training sessions 
with the students. “I think we have enough ... training for the incoming students to warn them enough if 
they ... start doing anything malicious that they will be out of the program, and they usually watch 
fairly closely. So ... we’ve had them in the past, but in the last eight years up here we’ve ... not had a 
documented case of malice.” 

When discussing implementation, Subject D also stated that he was also implementing the university’s 
security procedures: “[I implement the procedures outlined by the university] as close as possible, other 
than possibly the Deep Freeze issue.” Deep Freeze is a program used to prevent anybody from altering 
any part of a computer system. It is a third-party application that forces the computers to return to a 
predefined and static state upon reboot. He continued, “Some lab managers use it; Engineering has 
[used it] a little bit, but they have found the same thing that I have--that the students get limited ... to 
what they can do in some of their development. And so I’ve opted to move away from it just because 
we have enough changes during the semester [that] make it just hard for them to manage. But typically, 
as far as security monitoring, I follow the guidelines that we’ve created on the Managers list... The 
Deep Freeze is probably the trickiest just because it [doesn’t seem] complicated, but it requires a 
complete reimage of the lab. If we need to make any changes or if the students need particular updates 



and so on so forth, [the lab would have to create a specialized procedure to handle the request under a 
Deep Freeze environment]. 

Ease-of-Use. In Subject D's lab, the systems were as wide open as possible. This gave the student users 
a chance to explore their systems to further their education. This helped them feel knowledgeable with 
their use of the systems. Subject D wanted his lab to be run with focus on ease-of-use for his students. 

Bob: If you were to compare your lab computers to a user’s home computer, how are they 
similar? And how are they different? Let’s start with similar. 

Subject D:  Similar in the fact that they are fairly open. A user’s home computer ... is fairly 
open. [We have] an unlimited firewall as far as outgoing, so they can go anywhere they want. 
[There are] some limitations on the incoming [firewall and] on ... the university’s border 
firewall. Where they [the lab computers] would be different is [that] a home user’s computer 
probably isn’t monitored for patch updates. People don’t necessarily look down at the [system 
tray] to see if it’s up to date. With lab computers, the consultants go around and make sure that 
the scans are all happening either automatically or [forced]. A home computer user is not 
necessarily going to look for security updates or virus scanning spyware updates and probably 
also isn’t necessarily going to look for required updates to the computer that don’t happen 
automatically. [Also,] some of the optional updates that still could be security related ... may not 
be updated on a home computer. 

Effectiveness. As stated previously, the effectiveness of security procedures could only be measured 
after the procedures had been fully implemented. This could be accomplished using an audit system. 
This audit is conducted by the use of a vulnerability assessment using the Nessus scanning product. 
Subject D stated that after the implementation of his new security procedure the Nessus scan did not 
find any system vulnerability. He previously reported one or two security vulnerabilities per month.  

After implementation of the newly-adopted security procedure, Subject D had a major issue with one of 
his main servers. It was discovered that a computer that was used to submit homework had its root 
username and password hacked by an IP address originating in China. The IT Security team discovered 
this compromise using a statistical analysis to find anomalies in SSH patterns. SSH is a program used 
to remotely control a computer running the Unix operating system. The compromised server acted as a 
rogue IRC bot and tried to infect other computers across the campus. More than 30 man-hours went 
into resolving this problem. Subject D reported that, luckily, this server did not include any personal 
identifying information.  

It is important to note that this security episode was the only report of a compromised computer (out of 
the four subjects questioned) during the course of an entire year. That single computer was out of the 
150 lab computers and 100 faculty and staff computers that Subject D managed. This supports the 
supposition that the procedures created using the Chain-Link Fence Model created a safe computing 
environment. 

CONCLUSIONS 

Security policy and procedure creation are among the hardest tasks of the management of any 
organization. In order for any procedures to be successful, there must first exist an environment in 
which there is willingness to adopt the goals for which the procedures are written. The computer lab for 
this study had security-related problems. The preexisting security approach could be described as a 



reactionary rather than the more productive proactive approach. Due to the anonymity of the lab, users 
treated it as a hackers’ den, with all its associated problems. The Chain-Link Fence Model was used to 
develop procedures that solved the security issues in this lab. The main procedure that emerged as the 
effective solution to the problems was the creation of a mechanism that introduced time limits for 
computer use. Once this procedure was created and implemented, security-related incidents dropped. 
Lab management was enhanced as less time was being spent re-imaging computers and more time was 
spent with those computers in service. The Chain-Link Fence Model proved effective in the creation of 
the new security enhancement in the lab.   

The experience gained from this case indicates that the Ease-of-Use requirement as a component of the 
Chain-Link Fence Model used was the hardest to ensure. Historically, the users knew that the lab was 
always wide open with no consequences for aberrant behavior.  Now that the new procedure has been 
implemented, users are aware that the lab is being monitored. The actual Ease-of-Use has changed for 
the lab users because it is no longer as comfortable as it used to be to do large-scale projects. As a 
lesson from this case of applying the Chain-Link Fence Model it can be concluded that additional 
attention to Implementation and Ease-of-Use would have had the greatest impact, mostly with respect 
to ensuring higher satisfaction from the lab users.  The Implementation stage could have included end-
user training on the procedure. Greater Ease-of-Use could have been achieved by making allowances 
for users with large-scale projects.  

Stepping beyond the specific case presented in this paper there are other avenues to proceed in the 
investigation of the effect of the Chain-Link Fence Model. There is a need for future studies to find out 
how the CLFM will scale to organizations of different sizes. Beyond varying the size, another 
extension of the investigation could include organizations from a variety of industries and sectors 
beyond higher education. Finally, our experiences also point toward the possibility of further refining 
the components of the Chain-Link Fence Model.  
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