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ABSTRACT 
Currently, behavioral information security research primary focuses on the behaviors of employees in 
organization. Unlike employees in the work environment, general computer users have no 
well-developed security training programs or information security policies to comply, thus the protection 
of general users’ computers is based on the security behaviors of the users. Protection motivation theory 
is one of the most powerful theories describing individual intentions to take protective actions to protect 
themselves from threats through threat appraisal and coping appraisal. Most previous behavioral security 
studies applied protection motivation theory emphasized on the effects of threat appraisal and coping 
appraisal on information security behavioral intention. Except for recent studies done by Vance et al. 
and Junglas et al. [1, 2], there is, however, little research that sheds light on the antecedents of threat 
appraisal and coping appraisal. To address this gap, we investigated the effects of antecedents on 
cognitive process in protection motivation theory. According to the protection motivation theory, 
environmental factors and personal factors served as two antecedent sources of information of cognitive 
process (i.e. threat appraisal and coping appraisal). Social influence, previous security experience and 
information security awareness were incorporated into the antecedent sources of information in this 
study. The model was tested using data collected from online questionnaires. The results showed that 
social influence significantly impacted threat appraisal, information security awareness significantly 
impacted coping appraisal, and previous security experience significantly impacted both threat appraisal 
and coping appraisal. Therefore, this study concluded that the level of threat appraisal and coping 
appraisal can be raised by increasing individuals’ previous security experience, information security 
awareness and social influence from others. Implications for academic were highlighted to address the 
three antecedent sources of information in behavioral information security research that applied 
protection motivation theory. 
Keywords: Protection motivation theory;Information security; General computer users. 
 

ACKNOWLEDGEMENT 
 
We gratefully acknowledge financial support from National Science Council of Taiwan (NSC 
102-2410-H-032-063-). 



REFERENCE 
 
[1] Junglas, I.A., Johnson, N.A. & Spitzmüller, C. Personality traits and concern for privacy: An 

empirical study in the context of location-based services. European Journal of Information Systems, 
2008, 17(4), 387-402. 

[2] Vance, A., Siponen, M. & Pahnila, S. Motivating IS security compliance: Insights from habit and 
protection motivation theory. Information and Management, 2012, 49(3-4), 190-198. 


