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ABSTRACT 

In a fast-evolving and technology-dependent medical landscape, Information Technology permeates the 
health industry with capabilities that will revolutionize care services. The paper encapsulates the 
contribution of IT to the health care industry as a vehicle to provide quality care while minimizing costs. 
Within that context, IT functionality and cost-effectiveness are discussed as targets for reaching the 
admirable goal of optimal operational efficiency. Some questions for further study are also comprised.  

INTRODUCTION 

With the widespread pervasiveness of IT in every layer of the digital economy, the health industry 
adopts IT to pursue avenues of electronic communication in the quest of improving care services, while 
reducing costs. Yet, an electronic healthcare infrastructure is extremely complex to implement due to 
multitudinous stakeholders and transaction intricacies. The paper objectives align Transition, 
Legislation, Advantages, Disadvantages, Results, Remarkable Outcomes, Drawbacks, Security, 
Breaches, Recommendations, and Future Directions. The research type is purely descriptive. 

TRANSITION 

In a world of rapidly evolving technologies with unprecedented capabilities, the importance of IT in 
health care has become increasingly valuable. Thus, the transition from a physical medical document 
management system into a digital health infrastructure is expected to fundamentally restructure the 
health care environment to its entirety. Vital components in this transformation are the electronic health 
records, the electronic communication between patients and clinicians, the electronic health 
information availability, and remote diagnosis and treatment. [18]  

LEGISLATION 

The American Reinvestment and Recovery Act (ARRA) enacted in 2009 comprises measures to 
modernize national infrastructure. One of those involves the Health Information Technology for 
Economic and Critical Health (HITECH) Act that supports the meaningful use of interoperable 
electronic health records (EHR) for the exchange of health information across national boundaries 
through certified EHR technology. The legislation is deemed a critical national goal for Improving 
quality, safety, and efficiency, Reducing health disparities, Engaging patients and families in their 
health, Improving care coordination, Improving population and public health, and Ensuring adequate 
privacy and security protection for personal health information. [12]  Also, the Health Insurance 
Portability and Accountability Act (HIPAA) of 1996 protects health insurance coverage for workers 
and their families when they change or lose their jobs, while also having a strict set of privacy standards 
with regards to electronic healthcare transactions. Important HIPAA highlights are: Designating 
medical practices and hospitals directly liable for privacy and security requirements, Strengthening 
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disclosure of protected health information for marketing purposes without individual authorization, 
Entitling individuals to receive electronic copies of their health information, Restricting disclosure to 
health plans of a transaction fully paid by individual, Implementing more objective standards against 
harm caused by security breaches, Prohibiting most health plans from using or disclosing genetic 
information for underwriting purposes. [14] 

ADVANTAGES 

Most significant benefits deriving from the adoption of IT in the health industry embrace improved 
communication, coordinated services, enhanced quality, increased efficiency, and reduced costs. [3] 
Mobile Technology contributes immensely to all aspects of health care provision, particularly to those 
at risk of heart disease, which remains the leading cause of death in the U.S. each year. Thus, heart 
disease management applications configure remote monitoring of patient blood pressure, pulse, 
cholesterol, and blood glucose, calculate patient body mass index and mean arterial pressure, and 
enable patients to transmit comprehensive reports to their physicians for evaluation and feedback. [17] 
Additionally, the Google Glass with its innovative features of functionality can also provide a wide 
array of services in health care. A) Rapid Emergency Interventions: On scenes of accidents, emergency 
technicians could stream live video back to hospital emergency rooms, enabling doctors to assess patient 
trauma severity, and elaborate a coordinated treatment plan ahead of time. [4] B) Real-Time Diagnostic 
Assistance: On the basis of obtaining patient information from medical records, Glass flexibility could 
potentially be enhanced to seize specific medical history cues, thereby inducing doctors to re-evaluate 
patient conditions and health care. [4] C) Reduce Hospital Admissions: Glass could potentially enable 
physicians to remotely monitor care services to patients with chronic conditions, such as velocity of 
treatment delivery, or vital alerts, thus, reducing expenses incurred by unnecessary hospital visits. D) 
Enhance Medical Education: Residents could stream patient physical exams to attending physicians, 
aiming to receive immediate feedback for further action. Most importantly, Glass could essentially 
enable educating students to view surgical procedures through an experienced surgeon’s eyes. [4] E) 
Facilitate the rise of Patient-Centered Medical Homes: Glass could enable a collaborative effort from 
primary care physicians and specialists to share patient information, coordinate a treatment plan, and 
reduce needs of patient care from different providers. [4]   

DISADVANTAGES 

The adoption of health IT comes with concerns about its full potentiality to provide adequate service. 
Important considerations that inhibit the deployment of IT in health services are: Rebuilding stalwart 
infrastructure, Inherent costs incurred before benefits are accrued, Compulsory reviews and changes 
in workflows, Vulnerabilities and data security incurred from transition, and Fear of failure. [3] 

RESULTS 

There are divergent viewpoints with respect to assessing economic feasibility of health IT. According to 
a 2013 iHIT study by the Health Information and Management Systems Society (HIMSS) and HIMSS 
Analytics HIT provides safe and efficient patient care, facilitates clinical processes, enables 
independent decision making, and can overcome communication challenges among care providers. [16] 



In contrast, according to a Rand Corporation report HIT advances have failed to reduce healthcare 
expenses. Notably, in 2005 Rand had predicted more than $81 billion annual health IT cost savings. 
Conversely, eight years later healthcare costs have grown by $800 billion. [8]  

REMARKABLE OUTCOMES 

The most significant health IT outcomes are observed in the categories of electronic prescribing and in 
maintaining active medication and allergy lists. [15] However, outstanding results have also been 
achieved by a Maine hospital surgeon, who performed the first surgical procedure broadcast of a 
percutaneous endoscopic gastronomy, using Google Glass. Wearing his Glass device, Dr. Grossman 
streamed video from the device through a Google Hangout between Glass and a Google+ account he 
created. In addition, Dr. Grossman brought an iPad to the operating room that displayed what he was 
seeing through Glass, giving viewers and colleagues the opportunity to witness through his eyes “not 
just the patient’s abdomen, but, also the endoscopic view in a clever, simple and inexpensive way”. [5]  
 

DRAWBACKS 

Architectural design: Current proprietary systems are institution-centric structures centered on a 
single hospital or clinic. Consequently, HIT remains inflexible failing to fulfill its promise of improving 
healthcare quality, while reducing costs. As a result, the crucial element of Health Information 
Exchange becomes ineffective, being inundated with privacy concerns, lack of stakeholder cooperation, 
and minimal financial stability. [6] In addition, clinicians are reluctant to devote effort to familiarize 
themselves with new systems. [8] HIPAA Conformity can indeed itself interfere with the delivery of 
needed specificity. More specifically, consistently meeting HIPAA expectations entails reduction of 
time available for patient care, complicated availability of electronic patient information, and restriction 
in using electronic communications. [13] Inordinate Use of Time: All physicians participating in a 
two-year Medical Economics Electronic Health Record (EHR) study expressed their greatest concern for 
the inordinate amounts of time devoted by themselves and their staff, while implementing EHR systems 
in their practices. In the same atmosphere, hospitals necessitated significant reconstruction of their 
operationally inadequate EHR systems, reconfiguring them to interface transparently with different 
networks so as to resiliently extract medical information when required. [15] Likewise, a Ponemon 
Institute survey from 577 healthcare professionals revealed that due to system complexities and 
restrictions clinicians actually spend only 45% of each day with patients, while, for the remaining 55%, 
they engage in collaborating with their colleagues or using IT systems. [13] Outdated Technology 
Costs: Due to security needs, hospitals and other organizations still continue to use outdated technology 
practices such as pagers, email and facsimile machines. In this domain, the Ponemon Institute estimates 
that the lengthy discharge process costs the U.S. hospital industry more than $3.189 billion a year in lost 
revenue, with another $5 billion lost through decreased doctor productivity and the use of pagers and 
other outdated communications technologies. [13] Unanticipated Implementation Expenses: In 
contrast, an EHR Best Practices study conducted by Medical Economics reveals that over the two year 
course of the study, the average out-of-pocket expenses related to the EHR implementation have been 
steadily increased to $9,116 in July 2013, the 75th percentile noted expenditures of $15,000, while the 
bottom 25th percentile was closer to $1,250. [1] 



 

SECURITY 
 

There is a myriad of legal and ethical challenges related to the health IT. Providers as well as vendors 
primarily center their attention on on-site network security, frequently overlooking off-site network 
security, such as the significant process of IT asset disposition. Thus, unanticipated problems can arise 
when antiquated systems are terminated and unprotected hard drives are intercepted where “hidden or 
deleted files can be resurrected”. [10] Undoubtedly, without strong controls valuable data can be lost. 
Thus, it is ethically imperative to ensure that security applications are enhanced with updated 
preventive measures, aiming to protect the confidentiality, integrity, and availability of patient health 
information. To safeguard against illicit manipulation, HIPAA enforces patient privacy and health 
information as a top priority. Hence, should sensitive patient information with regards to HIV, substance 
abuse, and mental health is inadvertently disclosed to a wrong entity, not only physicians’ credibility 
and career are endangered. Significant financial penalties are also entailed, ranging from $100 to $1.5 
million per incident, depending on incident factors. [2] 

BREACHES 
 

Photocopier Breach Case: Affinity Health Plan, Inc. will settle with the U.S. Department of Health and 
Human Services (HHS) potential violations of HIPAA Privacy and Security Rules for $1,215,780. As 
investigated, Affinity impermissibly disclosed health information of about 344,579 individuals when it 
returned multiple photocopiers to leasing agents without erasing the data contained on the copier hard 
drives. Since one of those photocopiers was subsequently purchased by CBS Evening News, a CBS 
representative advised Affinity about the confidential medical information contained on the copier hard 
drive. [7] Information Accessible over the Internet: The managed care company WellPoint Inc. will 



also settle with the U.S. Department of Health and Human Services potential violations of the HIPAA 
Privacy and Security Rules for $1.7 million. Essentially, WellPoint failed to provide policies and 
procedures for online database access, enhanced protection on system upgrades, and technical 
safeguards to verify entities seeking access to health information. [19] 
 

RECOMMENDATIONS 

Hospitals propose Specific Policy Changes to Revamp electronic communication with fewer, yet, more 
effective measures, Assemble more flexible EHRs to make data capture  interoperably accessible across 
hospital boundaries, Improve health IT standards to address usability and data management, Test 
system reliability before adoption in national programs, Test tools to support successful hospital 
transition. [9] Providers must also embrace the potentiality of health IT to re-engineer networks with 
accelerated processes that target value over volume. [8] Health Record Banks: On a conceptual basis, 
these should be patient-centric community organizations that will engage patients in charge of a 
comprehensive copy of all their health information, including medical records and other data of their 
choosing. Patients might also control access to their information when care is sought, while each visit 
record should be deposited into the record bank network for future availability. This fruitful approach 
could yield greater efficiency, resolving privacy, stakeholder cooperation and financial stability, while 
concurrently coexisting with hospital and provider group independent proprietary networks. [6]   

FUTURE DIRECTIONS 

Population health management improves dramatically with near-continuous monitoring of the individual 
patient. Per Dr. John Halamka, co-chairman of the HIT Standards Committee and professor at Harvard 
Medical School, prevention and population health management are recognized as key drivers in a new 
and improved healthcare system, since “it is more affordable to keep people well that it is to treat them 
when they are sick, hence we are moving from episodic care to longitudinal care”. [11] 
Issues for further investigation are:  
Question 1: Could the initially envisioned solution of flawless IT integration in the health care system 
potentially ever deliver seamless communication and total transparency?   
Hypothesis 1: The initially envisioned solution of flawless IT integration in the healthcare system could 
only provide benefits after years of construction and experimentation.  
Question 2: How will large repositories of health data influence clinical research and analysis?  
Hypothesis 2: Large repositories of health data should transform the breadth, depth, and pace of clinical 
research and analysis for more precise decision making.    

CONCLUSION 

Given that technology enables production of information, embracing IT in health care is anticipated to 
revolutionize health services with its enormous productivity advantage. To attain this objective, health 
care providers (hospitals, physicians, and vendors) as well as patients need to widely adopt technical 
innovations that facilitate services along with significant cost reduction. Moreover, new approaches 
should be developed aiming to achieve incremental goals that will provide the solid foundation for an 
expanded robust health infrastructure. 
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