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ABSTRACT 

Today, everyone relies heavily on the Internet to access information. As use of the Internet expands 
and integrates with everyday life, it changes the way we live, including our use of social networking 
services and community-based classified systems. However, two major problems lurk behind both 
systems: privacy and security. Thus, we propose a decentralized and trustworthy community-based 
social classified system, named TCSC, to address these problems. The TCSC allows users to freely 
publish classifieds without being censored by the centralized administrator, as well as providing better 
protection to all users in the neighborhood. Furthermore, such system will ultimately encourage more 
contributions to the community. 
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I. INTRODUCTION 

Social networks and classified systems both rely heavily on the Internet to access information. 
Online social networks, such as Facebook and Twitter, allow people to share and exchange information 
with their friends. Similarly, community classifieds, such as Craigslist and eBay, help people to 
buy/sell/trade items to others, as well as enhancing a sense of community between sellers and buyers [3].  

However, currently we all trust the administrators behind these social networks and classified 
systems to remain benign and to let us access, publish, and view the information on the website. 
Unfortunately, history shows how easily control over a centralized mechanism can be subverted [4]. 
According to [1], some countries, such as China, block or restrict access to Facebook and Twitter in 
order to curtail protests and political discussions. On the other hand, community-based classified 
systems [2] [5] were created such that people can advertise their goods and services to their local 
communities, as well as satisfying their needs in the immediate area. Nevertheless, such 
community-based classified systems with anonymity features have created security and privacy issues. 
According to [6], their anonymity feature has led too many crimes such as kidnapping, threats, and 
prostitution. The problem is that there is no way for the buyer to know the seller, or vice versa, and thus 
the entire transaction contains an element of risk. 

II. OVERVIEW OF TCSC 

The TCSC system operates over a peer-to-peer network that comprises a membership of 
participating nodes in the network. The basic idea of TCSC are described below. 



1. Source nodes with advertisement distribute their metadata to nodes that are selected at random.  
2. Requesting nodes seeking for the advertisement distribute their requests to nodes that are 

selected at random.  
3. When a node receives a request, it attempts to match the request with the metadata that it holds. 

If a node finds that its metadata matches the request, it supplies URLs of the source nodes back 
to the requesting node.  

4. The requesting node then produces the reputation request containing the source node and 
distributes that request to a subset of nodes chosen at random.  

5. All nodes that receive such reputation requests first check their databases and determine 
whether they have appropriate reputation scores and reputation comments for these source 
nodes. If so, the reputation scores and comments are sent back to the requesting node.  

6. Once the requesting node finishes collecting all the reputation scores and comments, it displays 
the overall reputation scores and comments to the user. If there is more than one source node 
matching the request, the results will be displayed from highest reputation to lowest. 

III. VALIDATION 

So far we have only implemented some preliminary user interfaces for the TCSC system. Thus, we 
will continue designing our TCSC user interfaces. After that, we will implement the distributed 
reputation algorithms and randomized message routing protocol. We will further investigate the 
probabilistic analysis of our message forwarding strategies and potential counterattacks strategies. Lastly, 
we will analyze the overall performance and compare its effectiveness. 
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