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ABSTRACT 
 
This paper examines six recent real life cases related to computer and network security 
breaches, vulnerabilities, and successful security enforcements and then propose a seven step 
process for managers to consider when designing a security system. The steps include (1) 
understanding the landscape of computer and network security, (2) putting together the basic 
safeguards, (3) identifying security threats, (4) identifying security measures and enforcement, 
(5) understanding the services of computer emergency response team, (6) preparing a 
comprehensive security system, and (7) the business continuity planning. If these steps are 
followed they should increase the chances of success in designing and implementing a security 
system and keeping the hackers and computer criminals at bay. 
 

INTRODUCTION AND BACKGROUND 
 
Recently, several major private-sector and public-sector organizations have been hacked, 
including, the Home Depot, Target , Neiman Marcus, Adobe, RSA, Lockheed Martin, Oak Ridge 
National Laboratories, and the International Monetary Fund. Ponemon Research conducted a 
survey of 583 U.S companies, ranging from small organizations with less than 500 employees 
to enterprises with workforces of more than 75,000. Ninety percent of the respondents indicated 
their organizations’ computers and network systems had been compromised by hackers at least 
once in the previous 12 months; nearly 60 percent reported two or more breaches in the past 
year. Over half the respondents indicated they had little confidence in their organization’s ability 
to avoid further attacks. Roughly half blamed a lack of resources for their security problems, and 
about the same number said network complexity was their main challenge to implementing 
security protections [2].  

UNDERSTANDING THE LANDSCAPE OF COMPUTER AND NETWORK SECURITY 
 
Hackers, computer criminals, and cyber criminals, both domestic and international, could cost 
the U.S. economy over $100 billion and 500,000 jobs per year, according to a 2013 report by 
the Center for Strategic and International Studies (CSIS), a Washington D.C. think tank. The 
costs will include stolen identities, intellectual property, and trade secrets as well as the damage 
done to companies’ and individuals’ reputations. The total cost will also include the expense of 
enhancing and upgrading a company’s network security after an attack. The CSIS report went 
further and included the opportunity costs associated with downtime and lost trust as well as the 
loss of sensitive business information. Job losses would include manufacturing jobs as well as 
jobs where stolen trade secrets and other intellectual properties resulted in jobs being moved 
overseas. Actually, the total cost may even be higher than the CSIS report projects, given that 
businesses often do not reveal or admit certain cybercrimes or do not even realize the amount 
of damage that has been caused by computer criminals and cyber criminals [6]. Table 1 lists 
basic security risks. 
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Table 1 
Basic Security Risks 
 
Spyware and Adware 
Phishing and Pharming 
Keystroke Loggers 
Sniffing and Spoofing 
Computer Crime and Fraud (ID theft, industrial espionage, sabotage) 
 
Spyware is software that secretly gathers information about users while they browse the Web. 
This information could be used for malicious purposes. Spyware can also interfere with users’ 
control of their computers, through such methods as installing additional software and 
redirecting Web browsers. Some spyware changes computer settings, resulting in slow Internet 
connections, changes to users’ default home pages, and loss of functions in other programs. To 
protect against spyware, you should install antivirus software that also checks for spyware or 
you should install antispyware software, such as Spy Sweeper, CounterSpy, STOPzilla, and 
Spyware Doctor. 
 
Adware is a form of spyware that collects information about the user (without the user’s 
consent) to determine which advertisements to display in the user’s Web browser. In addition to 
antivirus software, an ad-blocking feature should be installed in your Web browser to protect 
against adware. 

 
Phishing is sending fraudulent e-mails that seem to come from legitimate sources, such as a 
bank or university. The e-mails usually direct recipients to false Web sites that look like the real 
thing for the purpose of capturing personal information, such as Social Security numbers, 
passwords, bank account numbers, and credit card numbers. 
 
Pharming is similar to phishing in that Internet users are directed to fraudulent Web sites with 
the intention of stealing their personal information, such as Social Security numbers, passwords, 
bank account numbers, and credit card numbers. The difference is that pharmers usually hijack 
an official Web site address by hacking a Domain Name System server, then alter the legitimate 
Web site IP address so that users who enter the correct Web address are directed to the 
pharmers’s fraudulent Web site. 
 
Keystroke loggers monitor and record keystrokes and can be software or hardware devices. 
Sometimes, companies use these devices to track employees’ use of e-mail and the Internet, 
and this use is legal. However, keystroke loggers can be used for malicious purposes, too, such 
as collecting the credit card numbers that users enter while shopping online. Some antivirus and 
antispyware programs guard against software keystroke loggers, and utilities are available to 
install as additional protection. 
 
Sniffing is capturing and recording network traffic. Although it can be done for legitimate 
reasons, such as monitoring network performance, hackers often use it to intercept information.  
 
Spoofing is an attempt to gain access to a network by posing as an authorized user in order to 
find sensitive information, such as passwords and credit card information. Spoofing is also when 
an illegitimate program poses as a legitimate one. 
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Computer fraud is the unauthorized use of computer data for personal gain, such as transferring 
money from another’s account or charging purchases to someone else’s account. Many of the 
technologies discussed previously can be used for committing computer crimes. In addition, 
social networking sites, such as Facebook and MySpace, have been used for committing 
computer crimes. 
 
Another computer crime is sabotage, which involves destroying or disrupting computer services. 
Computer criminals change, delete, hide, or use computer files for personal gain. Usually called 
hackers, many of them break into computer systems for personal satisfaction, but others seek 
financial gain. Surprisingly, most computer crimes are committed by company insiders, which 
makes protecting information resources even more difficult. 
 

CONCLUSION 
 

This paper examined six recent real life cases related to computer and network security 
breaches, vulnerabilities, and successful security enforcements. The experiences and insight 
gained from these cases provided a background for  the proposed seven step process for 
managers to consider when designing a security system. The steps include (1) understanding 
the landscape of computer and network security, (2) putting together the basic safeguards, (3) 
identifying security threats, (4) identifying security measures and enforcement, (5) 
understanding the services of computer emergency response team, (6) preparing a 
comprehensive security system, and (7) the business continuity planning. If these steps are 
followed they should increase the chances of success in designing and implementing a security 
system and keeping the hackers and computer criminals at bay. 
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