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Abstract

The current vision of the U.S. Department of Defense (DoD) is to establish a globally
connected, resilient, defense ecosystem to ensure the material readiness of the force in a
contested logistics environment. This research addresses cybersecurity challenges in
complex ecosystems, focusing on supply chain interactions and compliance. A simulation
model revealed that breaches become inevitable with network connectivity over 22% or
efficiency at 60%. The study emphasizes the need for resilient systems, advocating for
optimized interconnectivity to balance benefits and risks. It highlights the limited impact of
compliance without systemic changes and identifies conflicts with Tier-3 suppliers.
Organizations are advised to shift strategies towards resilience, optimize interconnectivity,
and design cost-effective cybersecurity policies aligned with mission objectives. This work
contributes to cybersecurity decision-making by balancing security and efficiency.
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